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by forward-staging information across the Defense Information Systems Network (DISN). The
service currently covers fifty regions and is in twenty five cities and twelve countries. In certain
cases, GCDS hardware is hosted at Defense Enterprise Computing Centers. The sustainment
costs of the service are included in the DISN subscription share price, as the network
performance gains that GCDS is able to deliver benefit DISN customers. Customers requiring
customization of their GCDS environment work with Computing Services and are charged on a
reimbursable basis for implementation costs, including consulting and advanced engineering
services.

Computing Services Trends: Increasing Workload and Efficiency

As shown in the table below, demand for DISA’s server and storage computing services has
grown significantly since FY 2006. Since that year, the number of customer driven server
operating environments (OESs) has increased by 166 percent, and total storage gigabytes have
increased by 444 percent. Over the same timeframe, the cost to deliver all computing services
has increased by only 39 percent. In short, customers are demanding considerably more services
and are at the same time benefiting from DISA’s unique ability to leverage robust computing
capacity at the DECCs.
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MAJOR CHANGES BETWEEN FISCAL YEAR ESTIMATES
Computing Services
Cost of Operations

($ in millions) FY 2012* FY 2013 FY 2014
FY 2013 President’s Budget $899.3 $903.4 -
FY 2014 President's Budget $918.9 $981.9  $1,234.8
Change FY 2013 President’s Budget to Current Estimate $19.6 $78.5 -
Change FY 2013 Current Estimate to FY 2014 Current

. - - $252.9
Estimate

*Fiscal Year 2012 data are actuals.

FY 2013 President’s Budget Submission to FY 2013 Current Estimates

Computing Services’ FY 2013 cost of operations increases by $78.5 million over the FY 2013
President’s Budget. Of this increase, $2.1 million is due to inflation changes. Customer funded
workload estimates increase by $62.7 million, primarily for the following: DLA Enterprise
Business Systems (EBS), DISA Demilitarized Zone (DMZ) activities, multiple Navy projects,
and Enterprise Services to include additional anticipated orders for Secure Technology
Application eXecution (STAX), Defense Enterprise Email, and Defense Enterprise Portal
services. As discussed in additional detail below, costs of $19.9 million are also included for
Enterprise Infrastructure upgrades in support of communications, information assurance, and
system management tools. These changes are partially offset by efficiencies of -$6.0 million as a
result of mainframe consolidation, a reduced DECC operating footprint, contractor to
government conversions, and reduced travel.

FY 2013 Current Estimate to FY 2014 Current Estimate

The cost of operations from FY 2013 to FY 2014 is expected to increase by $252.9 million. Of
this increase, $15.9 million is due to inflation. Almost all of the remaining increase — about
$240.5 million — is for additional workload that is anticipated as a result of the Department’s
intent to move DoD components towards enterprise and cloud computing IT solutions.
Specifically, the DoD Chief Information Officer’s Capability Planning Guidance to the Services
and agencies outlines major DoD-wide IT initiatives such as the DoD ITESR, the Joint
Information Environment (JIE), and the Federal CIO's 25-point implementation plan to reform
federal IT management. All of these initiatives mandate increased use of enterprise services,
consolidation ("normalization™) of networks, standardization of hardware and software
platforms, and data center consolidation, the virtualization of applications, and the use of
enterprise-level contracts for Commercial Off-the-Shelf Software, hardware, and IT support
services in order to leverage the volume and scope of DoD's purchasing power.

In accordance with this guidance, this budget anticipates DoD’s successful implementation of
these efficiency initiatives by projecting likely workload increases for Defense Enterprise Email,
Defense Enterprise Portal Services, and cloud computing. As these IT services, previously
provided by a DoD Component, migrate to DISA’s enterprise solutions, workload and associated
revenue and costs increase. However, this migration of workload to DISA offers the DoD
Components efficiencies, which should result in reductions greater than DISA’s growth.

Further, as workload at the DECCs increases, DISA realizes economies of scale which allow
rates/prices to be set lower than they otherwise may have been. In addition to significant
workload growth, costs also increase by $14.2 million due to additional depreciation of capital



assets, the transition to a new storage contract, and a net increase in the number of
apprenticeships to develop IT skill-sets needed to continue operations as older employees retire.
These costs are entirely offset by efficiencies of $17.6 million as a result of a reduction to the
DECC operational footprint, manpower efficiencies, and the implementation of technical best
practices across all data centers.

Capital Investment Program Summary: Computing Services

($ in millions) FY 2012* FY 2013 FY 2014
Equipment $34.4 $37.0 $36.0
ADPE and Telecom $0.0 $1.1 $0.5
Software $134 $9.5 $10.0
Minor Construction $1.5 $2.7 $2.7
Total Program Authority $49.2 $50.2 $49.2
FY 2013 President's Budget $43.5 $42.6 -
Change FY 2013 President’s Budget to Current Estimates - $7.6 -
Change FY 2013 Current Estimate to FY 2014 Current

Estimate i i (31.1)

*Fiscal Year 2012 data are actuals.

FY 2013 President’s Budget to FY 2013 Current Estimates

The FY 2013 current estimate increases $7.6 million over the FY 2013 President’s Budget
estimate. Of this increase, $5.4 million is due to increased DECC software requirements to
improve network administrators ability to manage server security and provisioning and to better
monitor and address performance issues. Additionally, $1.7 million is required to support
facilities upgrades for things such as mechanical cooling towers and Uninterruptable Power
Supply units. An additional $0.5 million is required due to pricing changes for several minor
construction projects. Together, these facility and data center administration tool upgrades will
aid in better aligning the DECC footprint with the goals set forth in the DoD Information
Technology Enterprise Services Roadmap

FY 2013 Current Estimates to FY 2014 Current Estimates
There is a slight reduction in anticipated contract authority of $1.1 million from FY 2013 to
FY 2014, largely due to a small decrease in projected facility upgrades.



Civilian Manpower

($ in millions) FY 2012* FY 2013 FY 2014
Civilian End Strength 2,074 2,036 2,317
Civilian Full Time Equivalents 2,026 2,006 2,280
Civilian Labor Cost $235.1 $229.0 $258.9

*Fiscal Year 2012 data are actuals.

As previously discussed, and to be consistent with Federal and DoD CIO guidance, this budget
assumes workload growth at DISA’s enterprise computing centers associated with cloud
computing, data center consolidation, and the increased adoption of enterprise services. As such,
an additional 274 full time equivalents are required in FY 2014 to support a projected increase of
1.9 million Defense Enterprise Email accounts, 1.8 million Defense Enterprise Portal Service
accounts, as well as significant increases in server/storage workload units associated with cloud
computing. The migration of workload to DISA does, however, offer DoD Components
efficiencies, which should result in reductions greater than DISA’s growth.

Included in the estimates discussed above is a staffing reduction associated with consolidating
DISA data center operations (reduction of 32 full time equivalents). However, this is entirely
offset by an increase in entry-level apprentice positions, as previously discussed. Approximately
36 percent of the Computing Services workforce is currently eligible for retirement.

Military Personnel

($ in millions) FY 2012* FY 2013 FY 2014
Military End Strength 6 5 6
Military Labor Cost $1.0 $0.8 $0.9

*Fiscal Year 2012 data are actuals.

This submission represents the three year average fill rate for Computing Services in accordance
with DoD financial policy.

Performance Measures

DISA’s information services play a key role in supporting the Department’s operating forces. As
a result, DISA is held to high performance standards. In many cases, performance measures are
detailed in Service Level Agreements (SLASs) with individual customers that exceed the general
performance measures discussed in the remainder of this section.

Computing Services Performance Measures

The Computing Service business area tracks its performance and results through the Agency
Director’s Quarterly Performance Reviews. There are two key operational metrics which are
presented to the DISA Director in conjunction with regular, recurring Quarterly Program
Reviews. The two metrics depicted in the table below reflect the availability of critical
applications in the Computing Centers. The first metric, “Availability of Service,” expressed as



a percentage of uptime, represents application availability from the end user’s perspective and
includes all outages or downtime regardless of root cause or problem ownership. The second
metric, “Quality of Service” represents DISA’s performance, i.e., how well DISA is executing its
responsibilities exclusive of factors outside the agency's control such as last mile
communications issues, base power outages or the like. The goals represent averages across the
entire enterprise. Higher or lower service objectives may be established with individual
customers (based upon mission requirements, cost and risk) as codified in respective Service
Level Agreements.

Service FY 2012 PANE i
. Operational Operational Service Description
Objective Actual
Goals Goals
Percentage of application
availability, including all
Avallabl_llty 99.0% 98.5% 98.5% downtime associated Wl_th _
of Service unscheduled outages, within
the operational environment
that impacts the end user
Percentage of application
Quallt_y of 99.9% 99.5% 99.5% aval!ablllty exclu3|Ye of factors
Service outside the Agency's control
(e.g. last mile communication)

Computing Services FY 2014 Rates

DISA proposes a composite +3.3 percent rate change in FY 2014. In FY 2012, Computing
Services rates were set 8.9 percent below cost and raised only by standard inflation of 1.7 percent
in FY 2013--remaining below cost. The combination of anticipated workload growth and
efficiencies resulting from economies of scale will allow DISA to reduce unit costs to a level
which is roughly in balance with the proposed FY 2014 rates.

DISA Computing Services’ budget has two basic methods of cost recovery: stabilized fixed rates
and direct reimbursement of actual cost. The chart below shows the composite change in each
stabilized rate category:

Proposed FY 2014
Service Rate Change
IBM Mainframe Rate 1.2%
Unisys Mainframe 0.5%
Server 4.8%
Storage -3.1%
Other -0.4%
Composite Rate Change 3.3%




FY 2013 - FY 2014 Mainframe, Storage, and Enterprise Services Rates

IBM Mainframe Rates FY 2013 FY 2014
CPU Hours (per Hour) $460.7676 $499.9834
IBM LINUX (per Hour) $28.4401 $30.9422

Unisys Mainframe Rates FY 2013 FY 2014
SUPS (Per Hour) $13.1771 $13.9949
Unisys Storage (MB/Day) $0.0192 $0.0204

Storage Rates FY 2013 FY 2014
IBM Storage (MB/Day) $0.0003 $0.0003
IBM Long Term Storage (MB/Day) $0.0002 $0.0002
Server Basic Local Service (GB/Month) [Basic Local/Remote] $1.7889 $1.3266
Server Basic Remote Service (GB/Month) [Shared COOP] $0.7214 $0.5581
Server Operational Local (GB/Month) [Local Failover] $0.7680 $0.5931
Server Operational Remote (GB/Month) [Shared or Dedicated COOP] $1.7990 $1.3890
Server High Availability Local (GB/Month) $1.1896 -
Server High Availability Remote (GB/Month) $2.4107 -
Server Non Disruptive Local (GB/Month) $2.2800 -
Server Non Disruptive Remote (GB/Month) $3.2673 -
Server Tier 2 Basic Local Service (GB/Month) $1.5563 $1.2428

Enterprise Services Rates FY 2013 FY 2014
ATAAPS (per Account/Year) $16.37 $12.95
*DoD Enterprise Email (DEE) (per Account/Year) $39.64 $39.22
**DoD Enterprise Email (DEE) Journaling (per User/Year) $82.00 $82.00
*DoD Enterprise Email (DEE) Mobile Devices (per Device/Year) $35.40 $35.40
**DoD Enterprise Portal Service (DEPS) (per Account/Month) $6.21 $5.98
*STAX-Infrastructure — Small (per Environment/Year) $15,666 $15,332
*STAX-Infrastructure — Medium (per Environment/Year) $29,088 $28,467
*STAX-Infrastructure — Large (per Environment/Year) $60,498 $59,208
*STAX-Standard Transaction (per Transaction) $0.1012 $0.0991
*STAX-STS Transaction (per Transaction) $0.1886 $0.1846

* These services remain unstabilized in FY 2013. Estimated unit costs for these services are

provided; however, they may be updated in execution to recover actual cost. Cost recovery will
continue on a cost reimbursable basis in FY 2013. Rate is stabilized in FY 2014,

** These services remain unstabilized. Estimated unit costs for these services are provided,;

however, they may be updated in execution to recover actual cost. Cost recovery will continue

on a cost reimbursable basis in FY 2013 and FY 2014.




Source of New Orders and Revenue
Defense Information Systems Agency
PE54 COMPUTING SERVICES
April 2013
(Dollars in Millions)

2012 2013 2014

OTHER FEDERAL AGENCIES $4.293 $3.080 $3.114
TRUST FUNDS $0.000 $0.000 $0.000
NON-FEDERAL ORDERS $0.000 $0.000 $0.000
FOREIGN MILITARY SALES $0.000 $0.000 $0.000
TOTAL NEW ORDERS $874.255  $929.168  $1,252.600

Carry In Orders $0.000 $0.000 $0.000
TOTAL GROSS ORDERS $874.255 $929.168 $1,252.600

Exhibit Fund 11 - Source of New Orders and Revenue



Revenue and Costs
Defense Information Systems Agency
PE54 COMPUTING SERVICES
April 2013
(Dollars in Millions)

2012 2013 2014
Revenue
Gross Sales $874.255  $929.168  $1,252.600
Operations $858.754 $911.791 | $1,228.314
Capital Surcharge $0.000 $0.000 $0.000
Depreciation excluding Major Construction $15.501 $17.377 $24.286
Major Construction Depreciation $0.000 $0.000 $0.000
Other Income $0.000 $0.000 $0.000
Refunds/Discounts (-) $0.000 $0.000 $0.000
Total Income: $874.255 $929.168 | $1,252.600
Costs
Salaries and Wages: $236.190 $229.751 $259.792
Military Personnel Compensation & Benefits $1.048 $0.790 $0.914
Civilian Personnel Compensation & Benefits = $235.142 $228.961 $258.878
Travel & Transportation of Personnel $3.162 $3.047 $3.053
Materials & Supplies (For internal Operations) $39.785 $14.806 $12.968
Equipment $0.371 $1.003 $1.005
Capital Investment Less than Threshold $0.000 $0.000 $0.000
Other Purchases from Revolving Funds $23.491 $26.729 $26.185
Transportation of Things $0.294 $0.367 $0.367
Depreciation - Capital $15.501 $17.377 $24.286
Printing and Reproduction $0.003 $0.025 $0.025
Advisory and Assistance Services $0.000 $0.000 $0.000
Rent, Comm, Utilities, & Misc. Charges $237.318 $271.728 $371.887
Other Purchased Services $362.806 $417.099 $535.226
Total Costs $918.921 $981.932  $1,234.794
Operating Results ($44.666) ($52.764) $17.806
Less Capital Surcharge Reservation $0.000 $0.000 $0.000
Less Recover Other $0.000 $0.000 $0.000
+ Passthrough or Other App. Affecting NOR $0.000 $0.000 $0.000
- Passthrough or Other App. not Affecting NOR $0.000 $0.000 $0.000
Other Adjustments Affecting NOR $0.000 $0.000 $0.000
Net Operating Results ($44.666) ($52.764) $17.806
Prior Year AOR $41.959  ($2.707)  ($55.471)
Other Changes Affecting AOR $0.000 $0.000 $0.000
Accumulated Operating Result ($2.707) ($55.471) ($37.665)
Non-Recoverable Adjustment Impacting AOR $0.000 $0.000 $0.000
AOR for Budget Purposes ($2.707) | ($55.471) ($37.665)

Exhibit Fund 14 - Revenue and Costs



DEPARTMENT OF DEFENSE

DEFENSE INFORMATION SYSTEMS AGENCY
Defense Working Capital Fund
Telecommunications Services/Enterprise Acquisition Services (TS/EAS)

FISCAL YEAR (FY) 2014 BUDGET ESTIMATES

The Telecommunications Services component provides a set of high quality, reliable, survivable,
and secure telecommunications services to meet the Department’s command and control
requirements. The major component of Telecommunications Services is the Defense Information
System Network (DISN). The DISN provides the interoperable telecommunications connectivity
and value-added services required to plan, implement, and support operational missions through
dynamic routing of voice, data, text, imagery (both still and full motion), and bandwidth services.
The robustness of this telecommunications infrastructure has been demonstrated by DISA’s
repeated ability to meet terrestrial and satellite surge requirements in Southwest Asia while
supporting disaster relief and recovery efforts throughout the world. Overall, the DISN provides
the lowest possible customer price through bulk quantity purchases, economies of scale and
reengineering of current communication services. Some of the DISN services are provided to
customers in pre-defined packages and sold on a subscription basis, while other services are sold
individually on a cost reimbursable basis. This budget reflects several major changes to this
business area, to include moving enduring costs for the DISN previously funded with Overseas
Contingency Operations accounts to the baseline (i.e. incurring these costs in the DISN share price).
Additionally, this budget includes several new programs, including DoD Mobility to support both
classified and unclassified mobile users (replaces SME-PED), Public Key Infrastructure as a service
to other federal agencies, and a new mobile satellite service offering known as the Mobile Satellite
Service — Broadband Global Access Network (BGAN). These initiatives/new programs are
discussed in greater detail on the following pages.

The Enterprise Acquisition Services component includes multiple organizations that provide cross-
functional support to various contracting and service provider efforts. This component is the
Department’s ideal source for procurement of best-value and commercially competitive information
technology. Enterprise Acquisition Services provides contracting services for information
technology and telecommunications acquisitions from the commercial sector and provides
contracting support to the DISN programs, as well as to other DISA, DoD, and authorized non-
Defense customers. Additionally, DoD has directed DISA to serve as the main service provider for
the DoD Cloud Broker Service. This new mission requires DISA to manage the use, performance,
and delivery of cloud services and to negotiate the relationships between cloud providers and cloud
consumers. The DISA will populate the Enterprise Cloud Service Catalog, assess the cloud
services acquisition plan, and facilitate access to Enterprise Cloud Services.



Telecommunications Services/Enterprise Acquisition Services (TS/EAS)

Key Budget Data
(% in millions) FY 2012* FY 2013 FY 2014
Revenue $5,680.9 $5,671.4 $6,501.1
Cost $5,676.9 $5,723.3 $6,492.9
Net Operating Result $4.0 ($51.9) $8.2
Prior Year AOR $77.4 $81.4 $29.5
Accumulated Operating Results (AOR) $81.4 $29.5 $37.7
Capital Budget $5.2 $31.1 $20.0
Civilian Work years 1,243 1,397 1,599
Military End Strength 81 83 93

*Fiscal Year 2012 data are actuals.

The previous table provides a summary of the major financial accounts and personnel levels in this
budget request. All data are best estimates of anticipated customer workload, the resulting DWCF
costs, and profit/loss. As discussed in the overview narrative, our business areas continue to evolve
and become interdependent cost centers of an integrated technical architecture. Therefore, DISA
assesses profit/loss factors holistically for rate setting purposes. Consistent with the FY 2013
President’s Budget, this budget maintains a positive accumulated operating result balance at the end
of FY 2014, which offsets the negative accumulated operating result in the Computing Services
component. This approach minimizes rate fluctuations.



Telecommunications Services Program Structure

The table below illustrates DISA’s telecommunications service offerings and the major cost centers
that support those offerings:

DISN Program Element

Program Function

Program Sub-Function Product Offering/Description

DISN SUBSCRIPTION SERVICE

Unified Capabilities

Defense Switched Network (DSN)

Voice Defense Red Switch Network (DRSN)
Secure Mobile Environment - Portable Electronic Device (SME-PED)
Video
Non-Secure Internet Protocol Network (NIPRNet)
Data Secure Internet Protocol Network (SIPRNet)

Joint Worldwide Intelligence Communications System (JWICS)
DISN Test and Evaluation Network (DTEN)

Ensures hardware and software acquired from multiple sources

Interoperability functions with like products.

Transport

Access

Bandwidth Management Backbone

Maintenance

Warehousing

Minor Equipment
Installation

Other Sustaining Activities

Core Sustaining Activities

Transport Support

Messaging [becomes separate reimbursable senice effective FY 2014]

Mission Assurance

Network Operations of Enterprise Infrastructure
Network Hardening

PKI and Directories

Secure Configuration Management

Information Assurance
Activities

Centralized Senices

Operational Support Senices - Software and Personnel to Manage and Operate the Network 24x7

Customer Support Senices - 24x7x365 DISN Customer Call Center

Connection Approval Office

Network Senices Support - International Support Agreements, Policy, Business Management

Security and Assurance

Field Security Operations
(FSO)

Network Security Monitoring
Command Cyber Readiness Inspections (CCRIs)

DISA Network Operations Centers

OTHER TELECOM SERVICES

Voice Senices

Joint Hawaii Information Transfer System (JHITS)

Satellite Senices

Commercial Satellite Senices (COMSAT)
Mobile Satellite Senvice - Broadband Global Area Network (BGAN)
Enhanced Mobile Satellite Senices (EMSS)

Kosowo

Owerseas Contingency Operations (OCO) - Discontinued after FY 2013

DoD COOP Integrated Network (DCIN)

Customer-unique Projects

Customer-unique Projects

Security and Assurance

Field Security Operations (FSO)




DISN Subscription Services

The DISN Subscription Services consist of the following:

Transport Services provide a robust worldwide capability to transmit voice, video, data and
message traffic for the Combatant Commanders, Military Departments and Defense
Agencies. Transport Services provide the information transport for other services described
subsequently, as well as for specialized services. This budget includes two major changes to
transport services that will impact the cost of the DISN: First, enduring transport costs that
are currently funded out of DISA, Army, and Air Force Overseas Contingency Operations
(OCO) accounts are transferred to the baseline at a total cost impact of +$57.1 million.
Second, this budget reflects the joint DISA/Army effort to consolidate optical networks in
Europe, known as the Joint Enterprise Network (JEN). The project consolidates Army-
specific infrastructure at 50 sites in Europe into the DISN. Through this effort, the
Department reduces complexity, increases security and robustness of the network, and
reduces cost — in this case for the Army. As stated in the Information Technology
Enterprise Services Roadmap (ITESR), the JEN also serves as a use case for the Joint
Information Environment effort, which provides a vision of a single, secure information
environment.

Voice Services provide day-to-day commercially competitive services plus unique secure military
requirements. Voice Services include the operation of the unclassified Defense Switched
Network, the classified Defense Red Switch Network, and the gateway for the classified
mobile voice capability known as the Secure Mobile Environment — Portable Electronic
Device (SME-PED). DISA continues to refresh/install equipment to provide both legacy
voice services (DSN and DRSN) and Voice over IP/Secure Voice over IP services. In
addition, this budget reflects a major change in the way DISA will offer mobile voice
services. The Multi-carrier Entry Points currently utilized by the SME-PED program will
be re-purposed to support a new DoD Mobility service offering by the end of FY 2013.
Beginning in FY 2014, DISA will provide both a secure and unclassified enterprise mobility
capability to the Department, consistent with DoD CIO guidance. This new enterprise
service offering is discussed further in the reimbursable services section.

Video Services provide both unclassified and classified video teleconference capabilities for the
DoD and other government agencies. Enduring video costs that are currently funded out of
DISA and Army OCO accounts are transferred to the baseline at a total cost impact of
+$12.0 million, partially offset by efficiencies. In addition, and consistent with the ITESR,
DISA is working with industry to develop an architecture for Enterprise Voice over Internet
Protocol Services to provide over four million users with a collaboration, conferencing, and
mobility solution.

Data Services provide Secure Internet Protocol Router Network as well as Non-classified Internet
Protocol Router Network capabilities. Additionally, Data Services provide IP transport for
the Defense Intelligence Agency managed Joint Worldwide Intelligence Communications
System by providing comprehensive, worldwide, secure high-speed multimedia, Top
Secret/Sensitive Compartmented Information communications services for the DoD
intelligence community and other federal agencies. Data Services also provide DISN Test
and Evaluation Network support, which is used by the command, control, intelligence, and
mission support communities to conduct development, certification, and operational test and
evaluation activities to ensure programs meet network requirements prior to deployment.



Messaging Services provide day-to-day organizational messaging capabilities for the DoD. The
system provides top secret, secret and unclassified messaging capabilities using four
regional nodes managed by two Network Operations Centers. Funding is to maintain the
critical information exchange functions that this messaging service provides, including
interoperability within the DoD, with our allies, with the intelligence community, and with
the nuclear command and control community. Beginning in FY 2014, this service will
transition out of subscription services and become a separate reimbursable service. DISA is
modifying the existing service to provide only mission critical messaging traffic in support
of our allies and coalition partners as well as nuclear command and control functions.

The following items describe the activities necessary to maintain the DISN’s operational capability
and achieve the high-availability, secure, and robust service that our DoD customers require.

Operational Support Services provides the tools necessary to automate the operations,
administration, maintenance, and provisioning/engineering activities for the DISN. These
same tools give network managers/monitors the capability to “see” the network in real-time,
a critical capability necessary to resolve crisis and other network events.

Mission Assurance activities support the DISN by designing and deploying proactive protections,
deploying attack detection, and performing information assurance operations to ensure that
adequate security is provided for information collected, processed, transmitted, stored, or
disseminated on the Global Information Grid (GIG). These efforts include tasks associated
with affording protection to telecommunications, information systems, and information
technology that process sensitive and classified data as well as efforts to ensure the
confidentiality, authenticity, integrity, and availability of the information and the systems.

Security and Assurance Services are provided by DISA’s Field Security Operations (FSO) to
enhance the security and availability of the GIG by ensuring adherence to Information
Assurance and Network Operations policies. This budget includes a functional transfer of
security and assurance workload of $67.3 million and 116 full time equivalents into the
DWCEF in FY 2014, a portion of which ($19.5 million and 25 full time equivalents) will
impact DISN subscription services. The services to be recovered via the DISN share price
are network security monitoring and oversight of sensors installed on the DISN backbone
and Command Cyber Readiness Inspections. Additional security and assurance services are
described in subsequent sections.

Centralized Services are a group of critical mission support activities that support all DISN services
by providing network connection approval, 24x7 monitoring of network traffic and events,
and an entry point for customers to report network and connectivity issues. The group
includes:

e The Connection Approval Office approves secure interoperable connections in support
of the operating forces and mission partners for applications, information systems and
networks authorized to operate on the enterprise infrastructure.

e Customer Support Services operates the DISN Customer Call Center, located at
Columbus, Ohio, to respond to customer incidents and connection issues 24 hours per
day, 365 days per year.

e The DISA Network Operations Centers monitor and react to real-time network traffic
and events. Network Operations Centers are located in the Continental United States,



Southwest Asia, the Pacific, and in Europe. These Centers are staffed 24 hours per day,

365 days per year.

As previously discussed, DISN services are bundled together and sold on a subscription package
basis. The Department of Defense uses the matrix shown below to distribute costs to users based
on two factors; the services they receive and the bandwidth DISA is required to provision in order
to deliver those services. Each DISN site is assigned a number of shares based on the matrix, which
combined with the per-share price, determines the total annual “subscription” for the military
departments/agencies. The DISA updates the DISN site list annually based on input from the DoD

components.

Bandwidth Size

i . Small Medium Large Mega

Subscription Service Package
<DS3 | >DS3 to <OC3 | >0C3 to <OC12 | >0C12

Transport/ISR Only: No DISN Services 1 1 1 1
Mission Essential: Any of the following -
SIPRNet, NIPRNet, Unclassified Voice, 1 2 6 8
Messaging, Video Services
Command and Control (C2): Any of the 8
following with some form of Diversity - T
SIPRNet, NIPRNet, Unclassified Voice, 2 8 24 % 15
Messaging, Video Services ‘S
C2 Plus: C2 with Joint Worldwide é
Intelligence Communications System or 5 10 30 40 =
Classified Voice <
C2ISR: C2, Joint Worldwide Intelligence
Communications System, Classified 3 16 48 79

Voice, and Intelligence, Surveillance, and
Reconnaissance (ISR)




The table below provides a synopsis of DISN Subscription Services financial data for this budget,

including the calculated share price:

(% in millions) FY 2012* FY 2013 FY 2014
Transport $473.6 $475.3 $545.7
Real Time Services (voice, video, data, interoperability) $179.0 $178.4 $181.8
Messaging $44.9 $47.8 $0.0
Mission Assurance $150.0 $187.7 $211.1
Centralized Services

Operational Support Services $212.8 $223.7 $231.8

Other Centralized Services $82.5 $111.7 $108.0
DISA Network Operations Centers $33.6 $34.6 $38.4
Total DISN Subscription Services Costs $1,176.4 $1,259.2 $1,317.0
Number of Sites 361 348 347
Number of Shares 8,260 8,445 8,778
Price Per Share $140,505  $142,894  $148,753
Unit Cost Per Share $142,427 $149,101 $150,036

*Fiscal Year 2012 data are actuals.

The table below shows the distribution of all subscription services shares by customer, as well as

the associated cost to each customer for FY 2013 and FY 2014.

Agency ($ in Millions) FY 2013 FY 2013 FY 2014 | FY 2014

Shares Cost Shares Cost
Air Force 3,430 $490.1 3,614 $537.6
Army 2,142 $306.1 2,177 $323.8
Navy 1,784 $254.9 1,852 $275.5
Marine Corps 418 $59.7 458 $68.1
Defense Agencies 330 $47.2 278 $41.4
Other DOD 206 $29.4 264 $39.3
Other Federal and Non-Federal Agencies 135 $19.3 135 $20.1
TOTAL 8,445 $1,206.7 8,778 | $1,305.8

TS/EAS Trends: Increased Customer Demand for Network Services

As previously discussed, specific network services are packaged together and sold on a subscription
basis. After consultation and coordination with subscription services customers, DISA develops a
subscription services site and shares list each year. The number of shares assigned to a specific
customer (at any particular site) are directly related to the amount of bandwidth provisioned at a site
in order to meet the customer’s demand, and the types of DISN services that the customer requires
at the site. Therefore, an increase in shares is an indication of increased customer demand for

bandwidth and/or DISN services.

The following table shows 15.4 percent growth in customer demand over the most recent three-year

period:



Shares Change | Percent Change | New Shares
Agency (§ in Millions) FY20i1| i ggﬂ o i ggﬂ FY 2014
Air Force 3,097 517 16.7% 3,614
Army 1,931 246 12.7% 2,177
Navy 1,505 347 23.1% 1,852
Marine Corps 387 71 18.3% 458
Defense Agencies 384 -106 -27.6% 278
Other DOD 207 57 27.5% 264
Other I_:ederal and Non-Federal 93 42 45 2% 135
Agencies
TOTAL 7,604 1,174 15.4% 8,778

As the table illustrates, customer demand for DISN services and bandwidth continues to increase.
In spite of this continuing upward trend, DISA has delivered bandwidth at a reduced cost, as shown

in the chart
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As shown in the previous chart, since FY 2006, DISA has increased transport bandwidth delivery
capacity over two-fold to meet customer demand. Over the same timeframe, transport costs have
decreased by almost nine percent. Additionally, the decrease in cost has been realized without any
degradation in service. The DISN continues to meet or exceed network performance goals for
circuit availability and latency, two key performance metrics.

The cost of delivering transport bandwidth is the single greatest contributor to the subscription
services cost structure. However, the demand for other services, such as NIPRNet and SIPRNet,
can drive necessary increases in bandwidth provisioning as well as higher sustainment and
maintenance costs.



The chart below shows the average NIPRNet and SIPRNet usage in terms of gigabytes per day.
Additionally, a third line shows the portion of NIPRNet usage that is due to internet-related network
traffic.
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120,000
100,000
80,000
o NIPRNet - ]
) | g
- -
g
40,000 — =™ nternet-related NIPRNet

20,000

SIPRNet
0

FYO1 FYo2 FY03 FY04 FY05 FY06 FY07 FY08 FY09 FY10 FY1l FY12

=== Average NIPRNet Gigabytes Per Day Processed
=l Average Internet related NIPRNet Gigabytes Per Day Processed
Average SIPRNet Gigabytes Per Day Processed

As the above chart illustrates, since FY 2001:
e SIPRNet network usage has increased seventy-three fold
e NIPRNet usage has increased twenty-seven fold
e On average, about 61 percent of NIPRNet traffic is internet-related

In summary, the previous charts and tables show a measurable increase in customer demand for
bandwidth and DISN services. In general, DISA has been able to offset the higher demand through
contract and management efficiencies.



DISN Reimbursable Programs

In addition to the DISN Subscription Services, DISA offers several other reimbursable

telecommunications services, as shown in the following table:

(% in millions) FY 2012* FY 2013 FY 2014
Commercial Satellite Services $484.2 $492.1 $490.4
Enhanced Mobile Satellite Services (Iridium) $95.6 $98.3 $100.2
Overseas Contingency Operations (OCO) $106.9 $77.5 $0.0
Customer-unique Projects $11.8 $7.5 $10.1
Joint Hawaii Information Transfer System $19.5 $17.9 $18.2
Organizational Messaging $0.0 $0.0 $44.7
Mobile Satellite - Broadband Global Area Network (BGAN) $0.0 $61.4 $110.7
Mobility $0.0 $0.0 $39.0
Public Key Infrastructure - Service to Other Federal Agencies $0.0 $7.7 $4.6
Security and Assurance Services $0.0 $0.0 $47.9
Defense Continuity of Operations Integrated Network $2.4 $2.4 $2.3
Kosovo $2.1 $2.1 $2.1
Other Reimbursable Services $11.1 $5.4 $0.6
Total DISN Reimbursable Costs $733.6 $772.4 $870.9

*Fiscal Year 2012 data are actuals.

Commercial Satellite Communications (COMSATCOM) services include global and regional
access to commercial satellite communications for voice, data, imagery, broadcast, and
teleconferencing networks in secure and non-secure modes. Costs remain stable through the

budget years.

Enhanced Mobile Satellite Service (Iridium) is a global mobile satellite communications system
that provides secure voice, data, paging, and messaging communications capabilities to
DoD, non-DoD, and foreign subscribers as needed. This program also offers the Distributed
Tactical Communications System, comprised of push-to-talk voice and data services that
leverage the Iridium constellation to provide a handheld, over the horizon, beyond-line-of-
sight, tactical communications solution for U.S. troops in remote locations, enabling a user
to communicate with multiple users at the same time. Cost for EMSS increase by standard

inflation from FY 2013 to FY 2014.

Overseas Contingency Operations (OCO) (through FY 2013) include costs for circuits that provide
in-theater DISN capabilities, an allocation of video teleconferencing minutes that are
attributable to the higher operational tempo in southwest Asia and in theater personnel
support and equipment costs. In FY 2014, a total of $69.1 million in DISN OCO costs are
recovered via the basic share price (vice separate reimbursement from OCO accounts).

Customer-unique Projects are initiated when DoD components request special network assistance
as their missions change and/or expand. These actions are completed on a 100 percent

customer reimbursable basis.



The Joint Hawaii Information Transfer System (JHITS) provides voice, video, and data services
to military bases in the state of Hawaii. Costs remain stable through the budget years.

Organizational Messaging provides top secret, secret and unclassified messaging capabilities using
four regional nodes managed by two Network Operations Centers for the DoD, the
Intelligence Community, and allied/coalition partners. As previously discussed, this
program transitions to direct-reimbursable beginning FY 2014, and the service will be
modified to provide only mission critical messaging traffic in support of our allies and
coalition partners as well as nuclear command and control functions. Other elements of the
service will no longer be supported.

The Mobile Satellite Service - Broadband Global Area Network (BGAN) is the newest Internet
Protocol-based mobile satellite service offering from Inmarsat. It will provide a secure,
managed, DoD enterprise capability that will give users reach-back connectivity to the
DISN.

DoD Mobility is an enterprise service DISA will provide beginning FY 2014. The new service will
support both unclassified and classified mobile communications using multiple types of
devices. The DISA will provide the commercial carrier gateway for both 3G and 4G
network traffic, hosted at DISA DECCs, to facilitate moving the commercial carrier traffic
through the DISN to access user email, DoD web sites, a DoD application store, and other
DoD-specific applications. This new capability will replace legacy services that will no
longer be supported by industry (such as the SME-PED and Sectera communications).
Sustainment costs driven by customer-specific requirements, such as Mobile Device
Management hardware and the Mobile Application Store, as well as other servers, software
licenses, and 24x7 operational support will be recovered on a reimbursable basis through the
DWCEF. Basic infrastructure costs, such as the commercial gateways operated at DISA
DECCs, will be funded with appropriated resources.

PKI as a Service to other federal agencies will allow federal entities to utilize DoD’s PKI
infrastructure for user authentication. The service provides access credentials to support
identity authentication, data integrity, and communications privacy on Secret level
networks. The DISA will be the National Security System (NSS) Common Service Provider
(CSP), and will provide PKI service to the requesting agency on a reimbursable basis. The
service is being established in FY 2013. In FY 2014, sustainment costs and Tier 1l level
support are estimated at $4.6 million.

Security and Assurance Services are transferred into the DWCF in FY 2014. As discussed
previously, costs for security and assurance services benefitting all DISN users will be
recovered via the DISN share price, while costs for services requested by specific customers
will be recovered via direct reimbursement. Certain services will be provided as stand-alone
offerings, while others will be bundled into subscriptions. Examples of services requiring
direct reimbursement include the certification of systems, Computer Network Defense
Service Provider (CNDSP) inspections, IA readiness reviews, and malware analysis.

The Defense Continuity of Operations Integrated Network (DCIN) is a classified network. Its
costs remain stable through the budget years.

Costs for Kosovo support the sustainment of communications infrastructure in the region, including
service leases and non-capital equipment purchases.



Enterprise Acquisition Services

The primary mission of the Information Services Activity Group - Enterprise Acquisition Services
(EAS) component is to meet Department of Defense (DoD) and authorized non-defense customers’
requirements for telecommunications and information technology (IT) products and services from
the worldwide commercial sector through flexible, innovative, and responsive acquisition actions.
The mission also includes acquisition planning, procurement, tariff surveillance, cost and price
analyses, and contract administration. An additional mission, Cloud Broker Service, begins in

FY 2014 and is established as a centralized business function to facilitate the Department’s use of
cloud computing.

The following table shows the value of the contracts projected for each fiscal year by
service/agency.

($ in Millions) FY 2012* FY 2013 FY 2014
Army $839.8 $828.3 $1,032.9
Navy $200.4 $240.0 $257.6
Marine Corps $24.4 $0.2 $0.2
Air Force $308.5 $357.9 $383.2
Defense Agencies $2,263.4 $2,104.8 $2,461.5
Other DoD $7.0 $46.4 $49.0
Other Federal and Non-Federal Agencies $134.8 $117.1 $126.8
Total Gross Orders $3,778.3 $3,694.6 $4,311.2

*Fiscal Year 2012 data are actuals.

Contracting Services mission is accomplished by DISA’s Defense Information Technology
Contracting Organization (DITCO), which provides contracting services for the Defense
Information System Network (DISN), Computing Services, and a wide range of other DoD
programs that require information technology contracting and contract management services. The
DITCO also establishes large contract vehicles available to DoD for essential IT services such as
engineering, hardware, equipment and maintenance, integration and support, information security,
computer technology, and DISN access. Non-DISN telecommunications circuits and systems are
ordered on an individual basis and are fully reimbursed by customers. The Enterprise Acquisition
Services component encompasses a variety of support services to meet information technology
contract requirements and provides contract support to all DISN subscription services.

Operating costs of $122.0 million in FY 2014 fund the civilian salaries, accounting support—
including large-scale invoice processing—and contracting and financial support systems to execute
the IT and telecommunications contracting activities. All operating costs are recovered via a fee
charged to customers. For standard contracting services, the fee remains unchanged at two percent
through FY 2014. The fee for the following Enterprise Acquisition Services offering differs from
the standard two percent fee.

Enterprise License Agreements provide economies of scale to DoD when purchasing software
licenses. The DISA has assumed a large business volume with relatively small contracting costs,
which allows DISA to offer this service at a rate lower than the standard two percent fee-for-
service. Customers will be charged a 0.5 percent rate for utilizing these agreements. The first
Enterprise Licensing Agreements are expected to be in place in FY 2013 for Cisco and Microsoft



products. Anticipated business volume increases in FY 2014 as additional enterprise agreements
with major vendors are put in place.

MAJOR CHANGES BETWEEN FISCAL YEAR ESTIMATES
Telecommunications Services/Enterprise Acquisition Services (TS/EAS)
Cost of Operations

($ in millions) FY 2012* FY 2013 FY 2014
FY 2013 President’s Budget $5,859.1 $6,034.0

FY 2014 President's Budget $5,676.9 $5,723.3 $6,492.9
Change FY 2013 President’s Budget to Current Estimate ($182.2) (%$310.7) -
Change FY 2013 Current Estimate to FY 2014 Current Estimate - - $769.6

*Fiscal Year 2012 data are actuals.

FY 2013 President’s Budget Submission to FY 2013 Current Estimates
Total cost of sales for TS/EAS decreases by $310.7 million from the FY 2013 President’s Budget
and is comprised of the following:

An increase of $50.4 million is attributable to changes in DISN Subscription Services. Increased
customer demand for bandwidth, as previously illustrated, continues to drive increases in transport
costs. Specifically, additional fiber leases are required to support the Pacific, Southwest Asia, and
Horn of Africa areas of operations as well as to support the Department’s growing enterprise
services, such as Defense Enterprise Email. In the Pacific, current under-sea cables have reached
capacity requiring DISA to add additional bandwidth in order to maintain service level agreements
and required network performance measures. Ongoing and expanding operations in Southwest
Asia and the Horn of Africa also are driving requirements. In total, these requirements for
increased bandwidth will add $35.7 million in cost. There are also increased costs (+$36.1 million)
to support network management, network operations, added security on the JWICS network, and to
complete the transition from legacy Asynchronous Transfer Mode equipment to Internet Protocol.
These increases are partially offset by management program efficiencies (-$21.4 million) achieved
through contract cost reductions associated with the transition to a new DISN support contract and
the continued drawdown of legacy voice and video systems.

A net decrease of $1.1 million is due to anticipated decreases in customer driven DISN
reimbursable workload requirements and the addition of two new DISN reimbursable service
offerings in FY 2013. The two new service offerings are the Mobile Satellite Service — Broad
Global Area Network and Public Key Infrastructure as a Service offering to other federal agencies.
The additional workload associated with these new programs is offset by decreases in customer
demand for other reimbursable services.

Finally, DISA's Defense IT Contracting Organization (DITCO) decreases by a total of -$360.0
million. This is due to a delay in awarding a contract in support of DISA’s Joint Interoperability
Test Command for test and evaluation services, as well as estimated decreases in business volume
for IT facilities contracts, non-DISN telecommunications contracts, and IT computer technology
contracts totaling -$329.4 million. The significant reduction in DITCO contracting workload is
mainly due to obligations for FY 2013 DISN support contracts occurring in FY 2012, thereby
reducing contract requirements in FY 2013. This is partially offset by an $8.7 million increase to
DITCO support costs, including costs associated with a new contract writing system.



FY 2013 Current Estimate to FY 2014 Current Estimate

Costs increase by $769.6 million from FY 2013 to FY 2014. Of this increase, $106.8 million is
attributable to adjustments for inflation. The remaining increase is due to: a functional transfer of
Security and Assurance Services (+$67.3 million), which is zero-sum at the Department level;
workload for the new DoD Mobility service offering (+$39.0 million); workload for the new
Enterprise Cloud Broker services initiative (+$108.6 million); and changes in Satellite Services and
DITCO contracting workload estimates (+$474.7 million). The significant increase in DITCO’s
workload estimates is driven by a full year of test and evaluation contracting services in support of
DISA’s Joint Interoperability Test Command, increased workload for Enterprise License
Agreement contracting services, and normalization of obligation totals after reduced prior year
levels. These increases are partially offset by reduced DITCO operating costs (-$2.3 million); a
reduction in PKI costs for other federal agencies (-$3.3 million); contract cost reductions associated
with the new DISN support contract (-$11.1 million); and a drawdown of legacy Video and Voice
services systems (-$10.2 million).

Capital Investment Program Summary

($ in millions) FY 2012* FY 2013  FY 2014
Equipment $0.0 $0.0 $0.0
ADPE and Telecom $2.9 $29.4 $12.6
Software $2.3 $1.7 $7.4
Minor Construction $0.0 $0.0 $0.0
Total Program Authority $5.2 $31.1 $20.0
FY 2013 President's Budget $10.5 $19.5

Change FY 2013 President’s Budget to Current Estimates - $11.6 -
Change FY 2013 Current Estimate to FY 2014 Current

Estimate i ) ($11.0)

*Fiscal Year 2012 data are actuals.
Note: DISN network investments are funded separately in DISA's Procurement, D-W account.

FY 2013 President’s Budget to FY 2013 Current Estimates

The FY 2013 capital authority increases $11.6 million from the FY 2013 President’s Budget to
support an update to the Iridium Secure Module (ISM) and the secure call interface located at the
DoD Iridium Gateway; implement a global services reach capability for the Distributed Tactical
Communications System; and to support the modification of DISA’s existing order entry system to
support orders for the new Cloud Broker Service.

FY 2013 Current Estimates to FY 2014 Current Estimates

The FY 2014 capital authority request decreases by -$11.0 million due to the completion of one-
time satellite investments in FY 2013. These decreases are partially offset by increases in support
of the Cloud Broker Service and the Traditional Contract Writing System.



Civilian Manpower

(% in millions) FY 2012* FY 2013 FY 2014
Civilian End Strength 1,410 1,439 1,644
Civilian Full Time Equivalents 1,243 1,397 1,599
Civilian Labor Cost $140.5 $166.8 $193.8

*Fiscal Year 2012 data are actuals.

Civilian manpower increases by 202 full time equivalents (FTES) in FY 2014. A total of 116 FTEs
are due to the functional transfer of personnel supporting security and assurance services. This
transfer is zero-sum at the DISA and Department level. The remaining increase of 86 FTEs is
required to support two new service offerings, DoD Mobility and Cloud Broker Services; to support
bandwidth expansion in the Pacific, Southwest Asia, and Horn of Africa regions; and to provide
robust 24x7 DISN watch officer support for network operations and to allow accurate and timely
Authorized Service Interruption coordination.

Military Manpower

($ in millions) FY 2012* FY 2013 FY 2014
Military End Strength 81 83 93
Military Labor Cost $6.9 $5.9 $6.8

*Fiscal Year 2012 data are actuals.

This budget represents the three year average fill rate in accordance with DoD financial policy. The
increase in military end strength from FY 2013 to FY 2014 is primarily due to the functional
transfer of Security and Assurance Services (eight end strength) as well as the addition of DoD
Mobility as an enterprise service offering (one end strength). Lastly, there is an increase of one end
strength to support IT contracting services.

Performance Measures

DISA plays a key role in supporting the war fighter and, as a result, is held to high performance
standards. In many cases, performance measures are detailed in Service Level Agreements (SLAS)
with individual customers that exceed the general performance measures discussed in the remainder
of this section. For example, DISA’s SLA with Army for Enterprise Email service requires 99.9%
availability and trouble ticket resolution within 30 minutes 99% of the time.

Telecommunications Services Performance Measures

The Defense Information System Network (DISN) has operating metrics tied to the Department’s
strategic goals of information dominance. These operational metrics include the cycle time for
delivery of data and satellite services as well as service performance objectives such as availability,
quality of service, and security measures. Additionally, the Information Technology Enterprise
Services Roadmap sets a DISN performance target of 99.997% operational availability at all Joint
Staff-validated locations. The DISA is working to meet the intent of this guidance through the
evolving Joint Information Environment architecture and by building out the network as necessary
to provide a growing number of enterprise services. These categories of metrics have guided the



development of the Telecommunication Services budget submission. Shown below are major

performance and performance improvement measures:

FY 2013 FY 2014 Operational
SERVICE OBJECTIVE FY 2012 Actual Operational Goal Goal
Non-Secure Internet Protocol
Router Network access circuit 99.87% 98.50% 98.50%

availability

Secure Internet Protocol Router
Network latency (measurement
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Not to exceed 100
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continental United States
Ev';'l\;k}i’l'i‘é'so Services 99.92% 99.60% 99.60%
Defense Red-Switch Network 99.95% 99.90% 99.90%
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Sl\/_IE-PE[_) M_u_ltl-Carr_ler Entry 99 99% 99 50% N/A
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Enterprise Acquisition Services Performance Measures
The following performance measures apply for Enterprise Acquisition Services (EAS):

FY 2012 FY 2013 FY 2014 Operational

SERVICE OBJECTIVE Actual Operational Goal Goal
Percent of total eligible contract 84.5% 84 5% 845 04
dollars competed
Percent of total eligible contract
dollars awarded to small 25% 25% 25%
businesses

Rates

DISN Subscription Services Share Price
The table on the following page shows changes in the number of sites, shares, total cost and cost per
share. As previously discussed, the change in the number of shares is directly correlated to
customer demand for services and bandwidth, a key factor in the overall cost of the network.

The subscription share price in FY 2014 increases by 4.1%, largely due to the transition of enduring
costs previously funded by OCO accounts to the baseline. The share price also supports the
functional transfer of security and assurance services that benefit DISN customers from DISA’s
appropriated accounts to DWCF. This transfer is zero-sum at the Department level, i.e. DISA




O&M, D-W will transfer funds to the DISN customer accounts. Shown below are the financial data

for DISN Subscription Services.

($ in millions) FY 2012* FY 2013 FY 2014
Revenue $1,172.5 $1,206.7 $1,305.7
Cost $1,176.4 $1,259.2 $1,317.0
Number of Sites 361 348 347
Number of Shares 8,260 8,445 8,778
Annual Price Per Share $140,505 $142,894 $148,753
Unit Cost Per Share $142,427 $149,101 $150,036

*Fiscal Year 2012 data are actuals.

Enterprise Acquisition Services Rate

The standard fee-for-service contracting rate remains at 2 percent of contract cost for all years. In
addition, DISA has established a 0.5 percent rate for customers utilizing Enterprise License
Agreement contracts. The DISA is able to provide the Department with economies of scale on
these large, enterprise licensing contracts, one of the goals of the Department’s IT efficiencies

roadmap.

Contracting Rates FY 2012 FY 2013 FY 2014
Standard Fee-for-Service 2.00% 2.00% 2.00%
Enterprise License Agreement Services 0.50% 0.50% 0.50%




Security and Assurance Services

Security and Assurance Services will be priced using three different methodologies based on the

services a customer received:

1. DISN Subscription Services (DSS) share price — costs for services that benefit the
entire DISN network and user community will be recovered via the share price.

2. Direct Reimbursement — costs for services performed for a specific customer, such
as monitoring sensors on the customer side of a router, will be recovered on a direct-

reimbursable basis.

3. Computer Network Defense Service Provider Subscription — customers can choose
to sign-up for a yearly subscription package that includes various types of testing
and analysis as well as exercise support and training, as described below.

Service

Cost Recovery Mechanism

Command Cyber Readiness
Inspections (CCRISs)

DISN Subscription Services: Costs for CCRIs will be
recovered through the DSS share price. These inspections
ensure compliance at all connected sites and therefore benefit
the entire DISN community.

Network Security Monitoring
and Incident Reporting

DISN Subscription Services: Costs for sensors that are placed
directly on the DISN backbone will be recovered through the
DSS share price. The monitoring of these sensors benefits the
entire DISN community.

Network Security Monitoring
and Incident Reporting

Direct Reimbursement: Costs for sensors that are on the
customer side of routers directly benefit specific customers, and
will be charged a rate per sensor monitored.

Enclave & System Certification

Direct Reimbursement: Customers will be charged based on
the size (small, medium, large) of the enclave/system being
certified.

Computer Network Defense
Service Provider (CNDSP)
Subscription Services

CNDSP Subscription: Each yearly subscription will include
recurring System Architecture Analysis & Testing, Trends
Analysis, Penetration Testing, Vulnerability Assessment
Analysis & Trending, CNDSP Subscriber Services Support, and
one (1) each of the following: Incident Response and Recovery
Team, Malware Analysis, Media Analysis, CNDSP Exercise
Support, and Red Teaming. It will also include two (2) seats per
year for 1A Training Program Support. Anything over these
limits will be charged on a usage basis.

Information Assurance (1A)
Analysis

Direct Reimbursement: Customers can choose any of the 1A
Analysis services offered by FSO, and will reimburse FSO for
the actual cost of providing the analysis.




Changes in the Cost of Operations
Defense Information Systems Agency
TELECOMMUNICATIONS SERVICES AND ENTERPRISE ACQUISITION SERVICES

April 2013
(Dollars in Millions)
FY 2012  Actual FY 2012 $5,676.877
FY 2013  Estimate in FY 2013 President's Budget $6,034.017
Efficiencies:
Efficiencies achieved through contract cost reductions (14.170)
Drawdown of legacy Video and Voice Services Systems (7.180)

Program Changes:
Additional fiber leases required to support customer-driven requirements for more

bandwidth in Southwest Asia, the Pacific, and the Horn of Africa 28.726
Increased transport costs in support of the Department's expansion of enterprise services 7.013
Increased support for DISN engineering, network management, and 24x7 network

operations 33.333

Costs to complete the transition from legacy to IP technology as well as enhance security
on the Joint Worldwide Intelligence Communications System 2.718

Workload for the new Mobile Satellite Services - Broadband Global Area Network service
offering 61.441

Estimated workload for the new Public Key Infrastructure as a Service program, including
one-time implementation costs 7.733

Increased operating costs to support DISA's Defense IT Contracting Organization (DITCO),
including a business case and analysis of alternatives study for a new contract writing

system 8.692
Discontinued central management of Distributed Tactical Communications System radios

field support under the Enhanced Mobile Satellite Services program (25.740)
Reduced budget estimate for Overseas Contingency Operations circuit costs (26.213)
Anticipated reduction in customer-unique reimbursable projects (13.930)

Estimated reduction to customer-driven reimbursable Commercial Satellite Services orders
and Special Telecommunications projects (4.410)

Decreased business volume as a result of a delay in awarding a contract for test and
evaluation services in support of DISA's Joint Interoperability Test Command (39.339)

Reduction in DITCO workload estimates due to obligations for FY 2013 DISN support
contracts occurring in the prior year, thereby reducing contract requirements in FY 2013 (329.381)

FY 2013  Current Estimate $5,723.310

Exhibit Fund 2 - Changes in the Cost of Operations



Changes in the Cost of Operations
Defense Information Systems Agency
TELECOMMUNICATIONS SERVICES AND ENTERPRISE ACQUISITION SERVICES

April 2013
(Dollars in Millions)

FY 2013  Current Estimate $5,723.310
Pricing Adjustments
Non-labor Inflations 105.263
Civilian/Military Pay Raise 1.232
Annualization of Civ/Mil Pay Raise 0.259
Efficiencies:
Efficiencies achieved through contract cost reductions (11.147)
Drawdown of legacy Video and Voice services systems (10.198)

Program Changes:
Functional Transfer of Security and Assurance Services

Transfer of operating costs and 116 full-time equivalents to DWCF reimbursable. 67.349
New DoD Mobility service offering 39.021
Estimated change in customer-driven workload for Satellite Services 37.274
Estimated increase in customer-driven workload for Enterprise License Agreement contracting services 50.246
Workload for the Department of Defense's new Enterprise Cloud Broker Services initiative 108.580

Increased workload associated with a full year of testing and evaluation contracting services in support

of DISA's Joint Interoperability Test Command 20.299
Increase in DITCO workload estimates as FY 2014 obligations normalize from reduced FY 2013
levels 366.920
Decrease in DITCO operating costs due to the completion of FY 2013 one-time costs associated with
an analysis of alternatives study for a new contract writing system (2.256)
Decrease in PKI costs for other federal agencies as start up costs are completed (3.275)
FY 2014  Current Estimate $6,492.877

Exhibit Fund 2 - Changes in the Cost of Operations



Source of New Orders and Revenue
Defense Information Systems Agency
TELECOMMUNICATIONS SERVICES AND ENTERPRISE ACQUISITION SERVICES
April 2013
(Dollars in Millions)

2012 2013 2014
1. New Orders

a. ORDERS FROM DoD COMPONENTS $4,648.379 $4,920.223 $5,637.706
ARMY APPROPRIATED $1,494.678 $1,540.257 $1,761.927
Army O&M $1,332.466 $1,537.871 $1,759.384
Army RDT&E $63.760 $1.688 $1.754
Army Procurement $96.673 $0.698 $0.789
Army MILCON $1.671 $0.000 $0.000
Army BRAC $0.108 $0.000 $0.000
NAVY APPROPRIATED $529.156 $566.442 $630.737
Navy O&M $515.322 $566.431 $630.723

Navy RDT&E $6.528 $0.000 $0.000

Navy Procurement $5.787 $0.011 $0.014

Navy MILCON $1.446 $0.000 $0.000

Navy BRAC $0.073 $0.000 $0.000
MARINE CORPS APPROPRIATED $61.784 $63.760 $72.141
Marine Corps O&M $61.784 $63.760 $72.141
Marine Corps RDT&E $0.000 $0.000 $0.000
Marine Corps Procurement $0.000 $0.000 $0.000
Marine Corps MILCON $0.000 $0.000 $0.000
Marine Corps BRAC $0.000 $0.000 $0.000

AIR FORCE APPROPRIATED $944.881 $1,044.321 $1,150.168
AF O&M $894.274 $1,040.885 $1,146.647

AF RDT&E $25.769 $0.039 $0.043

AF Procurement $24.272 $0.230 $0.274

AF MILCON $0.566 $0.000 $0.000

AF BRAC $0.000 $3.167 $3.204
DISA APPROPRIATED $1,157.265 $1,256.437 $1,392.534
DISA O&M $797.402 $1,244.297 $1,379.344

DISA RDT&E $126.571 $4.007 $3.643

DISA Procurement $233.292 $8.133 $9.547

DISA MILCON $0.000 $0.000 $0.000

DISA BRAC $0.000 $0.000 $0.000
DEFENSE WIDE APPROPRIATED $424.352 $393.687 $558.437
Defense Wide Appropriated O&M $319.080 $389.638 $553.940
Defense Wide Appropriated RDT&E $75.966 $3.201 $3.628
Defense Wide Appropriated Procurement $14.490 $0.000 $0.000
Defense Wide Appropriated MILCON $0.000 $0.000 $0.000
Defense Wide Appropriated BRAC $14.816 $0.848 $0.869
OTHER DoD APPROPRIATED $36.263 $55.319 $71.762
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Source of New Orders and Revenue
Defense Information Systems Agency
TELECOMMUNICATIONS SERVICES AND ENTERPRISE ACQUISITION SERVICES
April 2013
(Dollars in Millions)

2012 2013 2014

Other DoD Appropriated O&M $35.568 $54.399 $70.836
Other DoD Appropriated RDT&E $0.050 $0.000 $0.000
Other DoD Appropriated Procurement $0.645 $0.920 $0.926
Other DoD Appropriated MILCON $0.000 $0.000 $0.000
Other DoD Appropriated BRAC $0.000 $0.000 $0.000

b. ORDERS FROM DWCF/REVOLVING FUNDS $862.561 $592.095 $694.644
ARMY - WCF $0.821 $0.000 $0.000
Army Industrial Operations $0.821 $0.000 $0.000
NAVY - WCF $29.178 $0.128 $0.148
Navy Depot Maintenance $0.000 $0.000 $0.000

Navy Base Support $0.005 $0.000 $0.000

Navy Supply Management $0.860 $0.000 $0.000
Marine Corps Supply $0.000 $0.000 $0.000
Marine Corps Depot Maintenance $0.004 $0.000 $0.000
Other Navy Activity Groups $28.309 $0.128 $0.148

AIR FORCE - WCF $68.344 $0.077 $0.090
Consolidated Sustainment Activity Group (CSAG) $1.585 $0.000 $0.000

U.S. Transportation Command (TRANSCOM) $66.759 $0.077 $0.090
DEFENSE WIDE WCF $733.832 $562.912 $661.101
DISA Telecomm Svcs/Ent Acquisition Svcs (TS/EAS) ($0.140) $0.000 $0.000

DISA Computing Services (CSD) $669.610 $545.433 $642.958
Defense Finance and Accounting Service (DFAS) $4.364 $4.207 $4.806

DLA Energy Management $0.000 $0.000 $0.000

DLA Defense Automated Printing Services (DAPS) $5.990 $0.000 $0.000

DLA Supply Chain Management $54.008 $13.272 $13.337
DEFENSE COMMISSARY AGENCY (DECA) $30.315 $28.978 $33.305
DECA Operations $30.315 $27.563 $31.882
DECA Resale $0.000 $1.415 $1.423
OTHER - WORKING CAPITAL $0.000 $0.000 $0.000
OTHER REVOLVING FUNDS $0.071 $0.000 $0.000
Corps of Engineers $0.000 $0.000 $0.000
National Defense Stockpile Transaction Fund $0.000 $0.000 $0.000
Pentagon Reservation Maintenance Revolving Fund $0.071 $0.000 $0.000
PRMRF/BMF $0.000 $0.000 $0.000

c. TOTAL DoD ORDERS $5,510.940 $5,512.318 $6,332.350
d. | OTHER ORDERS $169.918 $159.045 $168.725
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Source of New Orders and Revenue
Defense Information Systems Agency
TELECOMMUNICATIONS SERVICES AND ENTERPRISE ACQUISITION SERVICES
April 2013
(Dollars in Millions)

2012 2013 2014
OTHER FEDERAL AGENCIES $112.016 $117.539 $119.887
TRUST FUNDS $53.745 $34.363 $40.733
NON-FEDERAL ORDERS $0.069 $2.661 $3.499
FOREIGN MILITARY SALES $4.088 $4.482 $4.606
TOTAL NEW ORDERS $5,680.858 $5,671.363 $6,501.075
2. Carry In Orders $0.000 $0.000 $0.000
3. TOTAL GROSS ORDERS $5,680.858 $5,671.363 $6,501.075
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Revenue and Costs
Defense Information Systems Agency
TELECOMMUNICATIONS SERVICES AND ENTERPRISE ACQUISITION SERVICES
April 2013
(Dollars in Millions)

2012 2013 2014
Revenue
Gross Sales $5,680.858  $5,671.363  $6,501.075
Operations $5,666.320  $5,660.698  $6,490.635
Capital Surcharge $0.000 $0.000 $0.000
Depreciation excluding Major Construction $14.538 $10.665 $10.440
Major Construction Depreciation $0.000 $0.000 $0.000
Other Income $0.000 $0.000 $0.000
Refunds/Discounts (-) $0.000 $0.000 $0.000
Total Income: $5,680.858  $5,671.363  $6,501.075
Costs
Salaries and Wages: $147.341 $172.675 $200.553
Military Personnel Compensation & Benefits $6.889 $5.858 $6.777
Civilian Personnel Compensation & Benefits $140.452 $166.817 $193.776
Travel & Transportation of Personnel $4.894 $5.641 $6.950
Materials & Supplies (For internal Operations) $34.666 $25.423 $26.089
Equipment $247.443 $278.573 $279.330
Capital Investment Less than Threshold $0.000 $0.000 $0.000
Other Purchases from Revolving Funds $51.660 $86.795 $86.256
Transportation of Things $0.938 $0.325 $0.466
Depreciation - Capital $14.538 $10.665 $10.440
Printing and Reproduction $0.028 $0.023 $0.022
Advisory and Assistance Services $7.597 $11.938 $12.155
Rent, Comm, Utilities, & Misc. Charges $1,708.008 $1,681.898 | $1,740.832
Other Purchased Services $3,459.764  $3,449.354 | $4,129.784
Total Costs $5,676.877  $5,723.310  $6,492.877
Operating Results $3.981 ($51.947) $8.198
Less Capital Surcharge Reservation $0.000 $0.000 $0.000
Less Recover Other $0.000 $0.000 $0.000
+ Passthrough or Other App. Affecting NOR $0.000 $0.000 $0.000
- Passthrough or Other App. not Affecting NOR $0.000 $0.000 $0.000
Other Adjustments Affecting NOR $0.000 $0.000 $0.000
Net Operating Results $3.981 ($51.947) $8.198
Prior Year AOR $77.430 $81.411 $29.464
Other Changes Affecting AOR $0.000 $0.000 $0.000
Accumulated Operating Result $81.411 $29.464 $37.662
Non-Recoverable Adjustment Impacting AOR $0.000 $0.000 $0.000
AOR for Budget Purposes $81.411 $29.464 $37.662
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DEFENSE-WIDE WORKING CAPITAL FUND
FISCAL YEAR (FY) 2014 BUDGET ESTIMATES
APRIL 2013
OVERVIEW
DEFENSE LOGISTICS AGENCY

The Defense Logistics Agency (DLA) is America’s Combat Logistics
Support Agency. We provide effective and efficient worldwide
support to warfighters and our other customers.

We provide full-spectrum logistics support to Soldiers, Sailors,
Airmen, Marines, and civilians around the world, everyday.
Wherever the diverse DoD global mission takes them, they share a
common need for logistics supplies and services. We partner with
the services, the combatant commanders (COCOMs), and private
industry to provide full-spectrum support.

IT a Soldier, Sailor, Airman, or Marine wears or eats Iit,
receives medical treatment with it, or uses it as fuel, it comes
from our Agency and our sources. When military or civilian
artisans need an item to build a new operating area or repair a
weapon system, DLA is the foremost provider of those articles as
well.

We support deployed warfighters in every major conflict and
contingency operation over the past five decades, from the
Vietnam War to current operations in lrag and Afghanistan. Our
DLA Europe/Africa, Central, and Pacific organizations, along with
our in-theater on-the-ground DLA support teams bring logistics
products and services to warfighters worldwide and give DLA a
global footprint.

We support more than 1,600 weapons systems with organizational
and intermediate level maintenance parts. Department of Defense
(DoD) Supply, Storage and Distribution (SS&D) efforts, under
BRAC, moved the Agency into a more prominent role to support
service iIndustrial level maintenance for aviation, maritime, and
land parts. Our reach now extends to industrial support
activities, the cornerstones of sustained long-term weapons
systems readiness.

In addition to providing military installations energy needs, DLA
also furnishes vital logistics support to military hospitals,
dining facilities and recruit training centers. Our service to
these entities ensures the best in care, comfort and sustainment
for the men and women of the Armed Forces.

We are also the DoD prime logistics integrator. We provide an
array of additional Supply Chain Management (SCM) services,
including cataloging and technical information; planning,



forecasting and sourcing; acquisition of materiel and services;
strategic tactical distribution functions including receipt,
storage, iIssue, and shipment; retrograde, reutilization and
disposal; and document automation and production.

DLA is responsible for the entire retail supply chain for bulk
petroleum, from the refinery to the consuming end i1tem. We have
eliminated the overwhelming majority of service-owned product and
related fuels Service Working Capital Funds.

A description of each activity group follows:

Supply Chain Management

The Defense Logistics Agency (DLA) Supply Chain Management
Activity Group manages DLA materiel from initial purchase, to
distribution and storage, and then finally reutilization or
disposal. Costs include operations (salaries and expenses),
materiel (items sold to the Military Services) and capital
investments (purchase of equipment, software development and
minor construction).

The DLA Supply Chain Management Activity Group is broken into
three business segments: DLA Materiel Supply Chains, DLA
Distribution, and DLA Disposition Services.

The Materiel Supply Chains fill nearly 28 million customer orders
annually from the Military Services, other Federal Agencies, non-
federal Agencies and Foreign Military for the 5.2 million
consumable items managed by DLA. Also, DLA continues to integrate
the BRAC initiatives, assuming procurement responsibility for BRAC
Materiel Supply Chains Consumable Item Transfers (CIT), Depot
Level Reparable (DLR), and Supply, Storage, and Distribution
(SS&D). DLA assumed responsibility for DLR items from the Military
Services as well as managing the SS&D functions at the Services’
industrial sites. 1In 2012, DLA began re-organizing the S&D piece
of the SS&D sites, aligning the functions within DLA Distribution.
In addition to these new missions, BRAC also directed the
logistics re-assignment of over 86,000 consumable NSNs from the
Military Services to DLA.

DLA Distribution is responsible for the global distribution and
warehousing of Military Service and DLA materiel line items.
Major customers are the Supply Management Activity Groups of the
Military Services and DLA. The Distribution network, which
consists of 26 depots strategically located throughout the world,
receives and issues over 18.4 million secondary lines and
warehouses and maintains over 132.1 million cubic feet of
materiel.



DLA Disposition Services
reutilization, of excess
DoD.
reutilized, transferred,

DOD to reinvest In these i1tems.

iIs responsible for the reuse, or
and surplus personal property within the
In FY 2012, over $2.2 billion worth of personal property was
or donated minimizing the need for the
IT property is not reutilized,

it

is made available for transfer to other Federal Agencies.
Remaining property becomes surplus and is made available for

donations to authorized State Agencies and charitable
Property that cannot be reutilized, may be

organizations.

offered for competitive sale to the public, recycled, or

disposed.

DLA Disposition Services also performs other vital DoD

missions; such as scrap metal recovery, demilitarization (DEMIL),

and hazardous waste disposal.

Supply Chain Management Statement of Revenue and Expenses

(Dollars in Millions) FY 2012 | FY 2013 FY 2014
Revenue 24,735.7 | 23,674.1 22,640.3
Expenses 24,022.7 | 24,409.4 23,230.8
Operating Result 713.0| (735.2) (590.6)
Operating Result Adjustments

Capital Surcharge 80.4 73.5 74.9
Direct Appropriation 31.6 39.1 46.6
Cash Surcharge (180.2) | (227.6) (643.2)
Inventory Surcharge (194.1) (43.8) (9.4)
Overseas Contingency Operations

(OCO) Appropriation 100.4 64.5 46.7
Net Operating Results 551.1| (829.4) (1,075.0)
Prior Year Accumulated

Operating Result (AOR) 1,311.1| 1,862.2 1,495.8
Other Changes Affecting AOR 0.0 463.0 (49.0)
Ending AOR for Budget 1,862.2| 1,495.8 371.8

Energy Management

The Defense Logistics Agency Energy (DLA Energy) provides
comprehensive worldwide energy support for the military services
and other authorized customers. DLA Energy serves as the
Department’s Executive Agent for the bulk petroleum supply chain.
Energy business includes sales of petroleum and aerospace fuels;
natural gas products; arranging for petroleum support services;

providing facility/equipment maintenance on fuel

infrastructure;

performing energy-related environmental assessment and cleanup;
coordinating bulk petroleum transportation; performing petroleum
quality surveillance functions worldwide; and assistance to the
military services regarding procurement of electricity and
privatization of their utility systems.



Energy Management Statement of Revenue and Expenses

(% in Millions) FY 2012 FY 2013 FY 2014

Revenue 18,993.3 | 19,822.9 19,153.3
Expenses 20,522.9| 19,843.5 20,200.2
Operating Results (1,529.5) (20.5) | (1,046.9)
Supplemental/Transfer

in 1,268.6 80.0 85.0
Net Operating Results (260.9) 59.5 (961.9)
Prior Year Accumulated

Operating Results 332.8 71.9 131.3
Other Changes

Affecting AOR 0 0 0
Ending Accumulated

Operating Results 71.9 131.3 0

Document Services

DLA Document Services is responsible for Department of Defense
(DoD) printing, duplicating, and document automation programs.
This responsibility encompasses the full range of automated
services to include: conversion, electronic storage and output,
and distribution of hard copy and digital information. DLA
Document Services provides time sensitive, competitively priced,
high quality products and services that are produced either in-
house or procured through the Government Printing Office.

DLA Document Services value to DoD is characterized by two
elements. First, Document Services provides a full portfolio of
best value document services ranging from traditional offset
printing, through on-demand output, to online document services.
Second, DLA Document Services actively functions as a
transformation agent moving DoD toward the use of online
documents and services. These services include building
libraries of digital documents to permit online access, providing
multifunctional devices (that print from networks, copy, fax, and
scan) In customer workspaces, and converting paper documents to
target digital formats.

DLA Document Services manages this worldwide mission through a
customer service network comprised of a Headquarters located at
Mechanicsburg, Pennsylvania, and 153 production facilities.



Document Services Statement

of Revenue and Expenses

($ in Millions)

FY 2012

FY 2013

FY 2014

Revenue

262.1

332.2

375.0

Cost of Goods Sold

274.3

332.8

367.8

Cash Surcharge

Capital Surcharge

Inventory Surcharge

Other Changes Affecting
NOR

Net Operating Results

az.2)

0
(0.-6)

7.2

Prior Year Accumulated
Operating Results

3.8

(6.6)

(7.2)

Ending Accumulated
Operating Result

(8.4)

(7.2)

Workload

In-House Production
(Units)

1.6

1.8

1.8






